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(54) Reproducing and recording apparatus for copyright-protected and copyright-unprotected 
files 



(57) This invention relates to a reproducing appara- 
tus compatible with a storage medium storing copyright- 
protected and copyright-unprotected files, the reproduc- 
ing apparatus being capable of reproducing any one of 
the files stored on the medium, the reproducing appa- 
ratus comprising: demodulating means for demodulat- 
ing any one of the copyright-protected files in one way 
and any one of the copyright-unprotected files in a dif- 



ferent way; selective operation executing means oper- 
ated to select either any one of the copyright-protected 
files or any one of the copyright-unprotected files as a 
file to be reproduced; and controlling means for causing 
the demodulating means to select one of the two differ- 
ent ways of demodulation depending on whether a cop-, 
yright-protected file or a copyright-unprotected file has 
been selected by operation of the selective operation 
executing means. 
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Description 

[0001] the present.invention relates to a reproducing 
apparatus and a recording apparatus . used for example 
in conjunction with storage media. ; s 
[0002] Today, recording and reproducing apparatus- 
es capable of recording and reproducing various kinds 
of audio information as digital data have gained wide- 
• spread -use,- 

[0003] Audio information recorded and reproduced by io 
such recording and reproducing apparatus is. of high . 
sound quality because the information is composed of 
digital data. With no deterioration in sound quality after 
repeated copying, such digital data need to be protected 
for copyrights particularly in the case of pieces of music is 
created by artists. Arrangements have been proposed 
to encrypt audio information of high sound quality such 
as music requiring copyright protection (simply called 
the music information hereunder) upon recording, and 
to decrypt the encrypted music information for playback. 20 
The proposed. arrangements protect copyrights illustra- 
tively by preventing any illegal or inappropriate device 
with no decryption function from recording or reproduc- 
ing data correctly or from copying data illegally. 
[0004] On the other hand, there is little need to main- 25 
tain high sound quality or to protect copyrights regarding 
audio information acquired by users recording their own 
voice as a way of taking notes, (the information will be 
called the voice information hereunder as opposed to .' 
the music information). . 30 

[0005] Under these circumstances, it has been pos- 
sible to envisage a recording and. reproducing system 
capable of recording copyright-protected, encrypted 
music information and copyright-unprotected, unen- 
crypted voice information to a single storage medium in 35 
a mixed manner, and of reproducing such information 
from the storage medium. 

[000S] One suitable way to manage such music and 
voice information held mixediy on the same storage me- 
dium is by adopting a directory management scheme 40 
used by personal computers. That is, a group of music 
information files and a group of voice information files 
are placed under a diff erent directory each for separated 
information management 

[0007] Various respective aspects of the invention are 45 
defined in the appended claims. 
[0008] Embodiments of the invention relate to a repro- 
ducing apparatus and a recording apparatus for han- 
dling copyright-protected and copyright-unprotected 
files as data to be recorded to a storage medium. 50 
[0009] Under the above-mentioned directory man- 
agement scheme, music information (subject-to copy- 
right protection) and voice information (not subject to 
copyright protection) may be recorded on the storage 
medium for directory-based management by a. record- 55 
ing and reproducing apparatus. In that case, users will 
find it more convenient if at least music information and 
voice information are distinguished from each other 



when recorded or reproduced to or from the medium : 
through suitable operations. 

[001 0] In carrying out the invention in vjew of the 
above circumstances and according to embodiments 
thereof, there is provided a reproducing apparatus comf 
patible with a storage medium storing copyright-protect- 
ed and copy right- unprotected files, the reproducing ap- . 
paratus being capable of reproducing any one of the 
files stored on the medium the reproducing apparatus 
comprising: demc)dulatihg means for demodulating any 
one of the copyright-protected files in brie way and any 
one of the copyright-unprotected files in a different way; 
selective operation executing means operated to select 
either any one of the copyright-protected f jles or any one 
of the copyright-unprotected files as a file to be repro- 
duced; and controlling means for causing the demodu- 
lating means to select one of the two different ways of 
demodulation depending on whether a copyright-pro- 
tected file or a copyright- unprotected file has been se- . 
lected by operation of the selective operation executing 
means. > 

[001 1] The reproducing apparatus of the above struc- 
ture permits through appropriate operations the selec- 
tion of either a copyright-protected file or a copyright- 
unprotected file for reproduction from the storage medi- 
um. The selecting operations entail the establishment 
of relevant internal settings for executing a process of 
demodulation fit for the copynght-protected or copy- 
right-unprotected file thus selected 
[001 2] According to another embodiment of the inven- 
tion, there is provided a recording apparatus capable of 
recording copyright-protected and copyright-unprotect- 
ed files to a single storage medium, the recording appa- 
ratus comprising: modulating means for modulating any 
one of the copyright-protected f jles in one way and any 
one of the copyright-unprotected files in a different way; 
selective operation executing means operated to select 
either any one of the copyright-protected files or any one 
of the copyright-unprotected files as a file to record data 
to; and controlling means for causing the modulating 
means to select one of the two different ways of modu- 
lation depending on whether a copyright-protected file 
or a copyright-unprotected file has been selected by op- 
eration of the selective operation executing means. 

. [0013] The recording apparatus of the above struc- 
ture permjts through appropriate operations the selec- 
tion of either a copyright-protected file or a copyright- 
unprotected file for recording to the storage ..medium. 
The selecting operations entail the establishment of 
suitable internal settings for carrying out a process of 
modulation suitable for the copy right-protected or cop- 
yright-unprotected file thus selected 
[0014] The invention will now be described by way of 
example with ref erence to the accompanying drawings, 

. throughout which like parts are referred to by like refer- 
ences; and in which: 

FIGS, i A to 1 D are a plan view, a front view, a side 
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view, and a bottom view of a stick-shaped memory 
embodying the invention; 

FIGS. 2A through 2E are a plan view, a top view, a 
right-hand side view, a left-hand side view and a 
bottom view of a drive apparatus embodying the in- 
vention; 

FIG. 3 is a block diagram of the drive apparatus; 
FIG. 4 is a block diagram showing an internal struc- 
ture of a SAM in the drive apparatus; 
FIG. 5 is an explanatory view of a typical system 
configuration connecting the drive apparatus with 
the inventive stick-shaped memory; 
FIG. 6 is an explanatory view of. a processing layer 
hierarchy for the stick-shaped memory; 
FIGS 7A through 7F are explanatory views depict- 
ing data structures for the stick-shaped memory, 
FIG. 8 is an explanatory view outlining a directory 
structure of the stick-shaped memory; 
. FIG. 9 is an explanatory y jew indicating another di- 
rectory structure of the stick-shaped memory; 
FIG. 10 is a flowchart of steps performed by the em- 
bodiments of the invention for data reproduction, 
FIG. 11 is a flowchart of steps carried out by the 
embodiments for data recording. 

[0015] Preferred, embodiments of this invention will 
now be described. The description that follows will cent- 
er primarily on a memory having a stick-like external 
shape and working as a storage medium, and on a drive 
apparatus capable of recording and reproducing data to 
and from that memory! 

[0016] The preferred embodiments will be described 
in the following order: . 

: T: Stick-Shaped Memory : . , 
2: Structure of the Drrve Apparatus ' 

3. Typical System Configuration 

4. File System 

4-1 . Processing Structure and Data Structure 
V : Directory Structure : 

, 5. Data Reproduction by the Embodiments 
6. Data Recording by the Embodiments . 

1 . Stick-Shaped Memory / 

[0017] .. Described below with reference to FIGS. 1 A to 
1 D show an external form of a stick-shaped memory 1 
embodying the invention as a storage medium. 
[0016] The stick-shaped memory 1 illustratively com- 
prises, in its stick-shaped enclosure shown in FIGS. 1 A 
to 1 D, a memory element of a predetermined capacity. 
The memory element may be a flash memory in this ex- 
ample. 

[0019] FIGS. 1 A to 1 D give a plan view, a front view, 
a side view and a bottom view of the memory enclosure 
formed illustratively through plastic molding. The enclo- 



sure may illustratively measure 60 mm, 20 mm, and 2.8 
mm, respectively, for its widths W1 1 , W1 2 and Wi 3 as 
indicated in FIGS. 1 A and 1C. 
[0020] A terminal part 2 having, say, 10 electrodes is 

5 formed from the lower front to the bottom of the enclo- 
sure. Through the terminal part 2, data are written and 
read to and from the memory element inside. 
[0021] : A notched part 3 is formed at the top left in the 
flat direction ofthe enclosure, the notched part 3 is pro- 

10 vided to make sure that trje stick-shaped memory is a> 
ways inserted correctly into, say, a detachable insertion 
mechanism of a main body of a drive apparatus. 
[0022] A.labei-bearing surface 4 is formed from the 
top to the bottom of the enclosure A user may attach to 

15 this part a label illustratively identifying what is recorded 
in the memory. . 

[0023] A slide switch 5 is provided at the bottom of the 
- enclosure. Suitably setting the switch prevents. inadvert- 

..... .. ent erasure of recorded contents of the memory. 

20 [0024] It has been determined that the capacity of the 
flash memory in the stick-shaped memory 1 is one of 4 
MB (megabytes), 8 MB. 16MB, 32MB, 64MB, and 128 
MB:: ' . : 
[0025] What is known as a FAT (File Allocation Table) 

25 system is adopted as a file system for data recording 
and reproduction by the preferred embodiments. 
[0026] Data are written at speeds ranging from 1 ,500 
KB (kilobytes)/sec. tb 330 KB/sec. in increments of 512 
bytes, and are read at a speed of 2.45 MB/sec. The size 

30 of each block to be erased is 8 KB or 16 KB. 

[0027] The supply voltage Vcc ranges from 2.7 to 3.6 
V. A serial clock SCLK is set for 20 MHz at its maximum. 



2. Structure of the Drive Apparatus 



35 



. [0028] Described beiow with reference to FIGS. 2 and; 
3 is a drive apparatus 20 embodying the invention and 
capable" of recording and reproducing data to and from 
the stick-shaped memory 1. 
40 [0029] There are diverse kinds of main data that may 
be recorded to the stick-shaped memory 1 . These data 
may illustratively comprise moving picture data, still pic- 
ture data, hi-fi audio data (music data), voiced data, and 
\ control data. 

45 [0030] : The inventive drive apparatus 20 will be shown 
: primarily as handling hi-fi audio data (music) and voice 
data. That is, the drive apparatus 20 is limited in its abil- 
ity illustratively to recording and reproducing audio data 
composed of hi-f j audio data (music data) and voice da- 

50 , : 

[0031] FIG. 2Aisaplan view, FIG. 2B a top view, FIG. 
2C a right-hand side view, FIG. 2D a left-hand side view, 
and FIG. 2E a bottom view, of the drive apparatus 20. 
[0032] Small and lightweight, the drive apparatus 20 
55 is designed to be carried around easily by users. 

[0033] The stick-shaped memory 1 is inserted into a 
detachable insertion mechanism 22 formed on the top 
of the apparatus as shown in FIG. 2B. With the stick- . 
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shaped memory 1 thus inserted, the drive apparatus 20 
writes. and reads to and from the memory such diverse 
kinds of data as music data, voice data, moving picture 
data, still picture data, computer-ready data, and control 
data. • 

[0034] On its flat surface, the drive apparatus 20 has 
a display unit 21 formed illustratively by a liquid crystal 
display. The display unit 21 displays reproduced images 
. or characters, information about voice or music to be 
reproduced, operation guide messages, or menu 
screens for playback or editing operations 
[0035] A number of terminals are provided to secure 
connections with various devices which will be de- 
scribed later 

[0036] A headphone terminal 23 and a microphone In- 
put terminal 25 are formedillustratively on the top of the 
apparatus, as shown in FIG. 2B. 
[0037] Headphones plugged into the headphone ter- 
minal 23 are supplied with reproduced audio signals al- 
lowing the user to listen to the reproduced sound. 
[0038] A microphone connected to the microphone in- 
put terminal 25 allows the drive apparatus 20 to acquire 
audio signals picked up by the microphone. The audio 
signals thus obtained are recorded illustratively to the 
stick-shaped memory 1. 

[0039] On the right-hand side of the enclosure, a line 
output terminal 24, a line input terminal 26 and a digital 
data input terminal 27 are formed as shown in FIG; 2C. 
[0040] An external device connected to the line output 
terminal 24 using an audio cable is supplied with repro- 
duced audio signals. Illustratively, a speaker system 
with its audio amplifier connected to the line output ter- 
; minal 24 may allow the user to listen to music or voice 
reproduced from the stick-shaped memory 1 . Alterna- 
tively, a mini-disc recorder or a tape recorder connected 
to the line output terminal 24 may get another medium 
to record music or voice reproduced from the stick- 
shaped memory 1. 

[0041] An external device such as a CD player con- 
nected to the line input terminal 26 feeds the drive ap- 
paratus with audio signals supplied by the connected 
device. The signals thus provided may be recorded to 
the stick-shaped memory 1, 

[0042] The digital data input terminal 27 may admit 
digital audio data sent over an optical cable connected 
thereto. If an external device such as a CD player is a 
digital output-compatible device and if the device is con^ 
nected to the terminal 27 viaan optical cable, the con- 
nection permits what is known as digital dubbing. 
[0043] The left hand side of the drive apparatus 20 is 
furnished illustratively with a USB connector 28 and a 
power supply terminal 29 as shown in FIG: 2D. 
[0044] The USB connector 28 permits . diverse kinds 
of communication and data transmission between the 
drive apparatus 20 and a USB-compatible device such 
as a personal computer having a USB interface. 
[0045] The drive apparatus 20 operates from a power 
source provided by dry cells or by a rechargeable bat- 



tery retained inside. Alternatively, an AC adapter may 
be connected to the power supply terminal 29 in order 
to tap power from an externally located commercial AC 
power outlet. 

5 [0046] The types, numbers, and layout Ideations of 
the terminals outlined above are for illustrative purposes 
only and may be changed as heeded. 
[0047] For example, there may be provided an optical 
cable-compatibie digital data output terminal, a SCSI 

io connector, a serial port, an RS232C connector, and/or 
an IEEE connector. 

[0048] . The structures of the terminals above are well- 
known and will not be described further. It is possible to 
let one terminal double as the headphone terminal 23 

is and the line output terminal 24 The dual-purpose ter- 
minal may also be used as a digital data output terminal. 
[0049] Likewise, a single terminal may be used alter- 
nately as the microphone input terminal 25, the line input 
terminal 26, or.the digital data input terminal 27. 

20 [0050] On the body of the drive apparatus 20 are such 
user-operated controls as an operation lever 31 , a stop 
key 32, a recording key 33, a menu key 34, a volume- 
up key 35, a volume-down key 36, a hold key 37, and a 
music/voice changeover key 38. 

2$ [0051] The operation lever 31 is operable at least up 
and down (and may be pressed as well). The different 
manners of operation carried out by the operation lever 
31 trigger playback of music and other data, rewind 
(REW) with auto music search (AMS), and fast forward 

30 (FF) with AMS; ! 

[0052] : The stop key 32 is operated to stop playback 
or recording of music and other data. 
[0053] The recording key 33 designates recording of 
music and other data when operated. 

35 [0054] The menu key 34 is used to edit music and oth- 
er data and to establish various modes. In editing mode, . 
actual editing operations are carried out by the operation 

• • lever 31 and data are entered by use of the menu key 34. 
; [0055] The volume-up key 35 and volume-down key 

40 36 are operated to raise or lower the output volume of 
reproduced music and other data. 
[0056] The hold key 37 is used to enable or disable 
the functions of the user-operated keys. Illustratively, 
operating the hold key 37 prevents the keys from getting 

45 inadvertently activated even if pushed accidentally while 
the apparatus is being carried around. 
[0057] The music/voice changeover key 38 is illustra- 
tively pushed to act in a toggle fashion. That is, a hi-fi 
audjo data file (of music data) or a voice data file is se- 

so lected alternately for recording or reproduction every 
time the key 38 is pushed. 

[0058] The : operation ; keys have been described 
above only for illustrative purposes, these keys may be 
supplemented by such controls as cursor movement 
55 keys, numeric keys, and a rotary dial (jog dial). 

[0059] A power on/off key, which is absent and has 
not been described above; may be implemented func- 
tionally as follows: power may be applied by operation 
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of the operation lever 31 for playback, and removed up- 
on elapse of a predetermined period of time through a 
sustained operation of the stop key 32. Obviously, a sep- 
arate power key may be provided if desired. 
[0060] The number of user-operated controls, their 
types and their layout locations may vary. F|GS. 2A 
through 2E show a minimum of control keys that provide 
the necessary functions, whereby the apparatus is re- 
duced in size, lowered in manufacturing cost, and made 
more convenient to use than before. 
[0061] FIG. 3 depicts an internal structure of the drive 
apparatus 20. 

[0062] A CPU 41 , in its capacity as a cehtralprocess-. 
ing unit of the drive apparatus 20, controls operations of 
various components, to be described below. 
[0063] The CPU 41 incorporates a ROM 41a and a 
RAM 41 b. The ROM 41a stores operation programs and 
various constants. The RAM 41 b provides a working ar^ 
ea for CPU operations. 

[0064] Ah operation unit 30 corresponds to the above- 
described controls (identified by numerals 31. through 
37)! In response to operation input information from the 
operation unit 30, the CPU 41 carries out control oper- 
ations defined by the operation programs. 
[0065] . A flash memory 48 is provided. The CPU 41 
may store into the flash memory 48 system setting in- 
formation on various operations such as music receding 
mode, playback volume, and display mode; and termi- 
nal key data for data encryption and decryption process- 
es. 

[0066] A real-time clock 44 provides well-known clock 
functions, counting the time of day. The CPU 41 con- 
firms the current time of day on the basis^of time data 
from the real-time clock 44. 

[0067] A USB interface 43 ensures a communication 
interface with an external device connected to the USB 
connector 28. Through the USB interface 43, the CPU 
41 communicates data with an externally furnished per- 
sonal computer or like equipment. Illustratively, control • 
data, computer data, picture data, and audio data are 
transmitted and received via the interface. . 
[0068] A regulator 46 and a DC/DC converter 47 are 
provided to constitute a power suppiy unit. When turning 
on power, the CPU 41 issues a. power-on command to 
the regulator 46. In response/the regulator 46 starts tap- 
ping power from a battery unit .(made up of dry cells or. 
rechargeable battery), if an AC adapter is connected to 
the power supply terminal 29, the regulator 46 rectifies 
or smoothes the supplied AC voltage: 
[0069] The supply voltage, from the regulator 46 is. 
converted to a desjred voltage level by the DC/DC con- 
verter 47. The converted voltage is fed as a working sup- 
ply voltage Vcc to the component blocks. 
[0070] When the stick-shaped memory 1 is inserted 
into the detachable insertion mechanism 22, the CPU 
41 can gain access to the memory 1 through a memory 
interface 42 for various types of recording, reproducing 
and editing work on the memory contents. 



[0071] The CPU 41 causes the display unit 21 to dis- 
play necessary pictures by controlling a display driver 
45. Illustratively, the display unit 21 displays menus and 
guide indications for user operations as well as contents 
5 of files recorded in the stick-shaped memory 1 . If moving 
or still picture data are held in the stick-shaped memory 
1 , the data may be retrieved from the memory and dis- 
played on a display part. 21 . 

[0072] As described, the inventive drive apparatus ; 20 
10 is provided with the digital data input terminal .27, micro- 
phone input terminal 25, line input terminal 26, head- 
phone terminal 23, and line output terminal 24 for the 
input and output of audio signals (music and voice sig- 
nals). 

is [0073] These terminals are associated with an audio 
signal processing stream made up of a SAM (Security 
Application Module) 50, a DSP (Digital Signal Process 
sor) 49, an analog-to-digital and digital-to-analog con- 
verter; 54 (called the ADDA converter hereunder), a 
20 power amplrfier 56, a microphone amplifier 53, an opth 
pal input module 51 1 and a digital data input part 52. 
[0074] The SAM 50 provides data encryption arid de- 
cryption between the CPU 41 and the DSP 49, and ex- 
changes encryption keys (terminal key; identifier). That 
2S js, the SAM 50 carries out encryption and decryption 
processes using terminal keys/ : 
[0075] With this embodiment, hi-fi audio data (music 
data) are encrypted for copyright protection while voice 
data are not encrypted when recorded to the storage 
30 medium. 

[0076] In this connection, the inventive drive appara- 
tus 20 gets the SAM 50 to encrypt and decrypt only the 
hi-fi audio data (music data) while not subjecting voice 
data to encryption or decryption. A device configuration 
35 for implementing these arrangements will bediscussed 
jater. • : .•./" 

: [0077] The encryption and decryption processes by 
. the SAM 50 handle not only user data such as the music 
data but also management information and added infor- 
jo mation such as a track management information file and 
an additional information file, to be described later. 
[0078] The DSP 49 compresses and decompresses 
audio data under control of. the CPU 4t. , 
[0079] With this embodiment, hi-fi audio data (music 
45 data) are arranged to undergo ;■ ATRAC3 (Adaptive 
Transform Acoustic Coding) compression before being 
. recorded, while voice data are subjected to ADPCM 
(Adaptive; Delta Code Modulation) compression before 
; recording: '!■ 

so [0080] ATRAC3 is an audio data compression method 
of relatively high sophistication. In compressing audio 
data, the method maintains high sound Equality with a 
minimum of deterioration in auditory perception by tak- 
ing advantage of the so-called masking effect on the 
ss sense of hearing. On the other hand, ADPCM is an au- 
dio data compression method designed to record audio 
data using fewer bits than the 1 6-bit linear PCM scheme. 
ATRAC3 is thus considered to provide higher sound 
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quality than ADPCM. 

[0081] The DSP 49 effects audio data compression 
and decompression processes compatible with both 
ATRAC 3 and ADPCM, Given hi-fi audio data, the DSP 
49 subjects the data to ATRAC3 data -compression or 
decompression; upon receipt of voice data, the DSP 49 
is switched for data compression, or decompression 
through ADPCM; the switchover is accomplished by 
software (i.e., programs) under control of :the. CPU 41. 
[0082] The digital data input part 52 subjects to an in-,, 
put interface process the digital audio data admitted 
through the optical input module 51 
[0083] The ADDA converter 54 subjects audio signals 
to analog-to-djgital or digrtal-to-anabg conversion. 
[0084] The above blocks provide audio signal input 
and output as follows: a digital audio data signal entered 
through the digital data input terminal 27 from an exter- 
nal device over an optical cable is subjected to photoe- 
lectric conversion by the optical input module 51. After 
the conversion, the signal is sent to the digital data input 
part 52 for a reception process corresponding to a trans- 
mission format of the signal. Digital audio data extracted 
from the reception process are compressed by the DSP 
49 before being fed to the CPU 41. The.CPU41 records^ 
the audio data illustratively to the stick-shaped memory 
1 . the data may also be encrypted. by the SAM 50. ,: 
[0085] If a microphone is connected, to the micro- 
phone input terminal 25, an input voice signal picked up 
by the microphone is amplified by the microphone am- 
plifier 53. The amplified signaj is subjected to. A/D con- 
version by the ADDA converter 54. the digital audio da- 
ta from the conversion are supplied to the DSP 49 . Fol- 
lowing a compression process by the DSP 49 (as well 
as an encryption process by the SAM 50 if necessary), 
the data are forwarded to the CPU 41 . the CPU .41 
records the data illustratively to the stick-shaped mem- 
ory 1. -. 

[0086] An input voice signal from an external device 
connected to the line input terminal 26 is subjected to 
A/D conversion by the ADDA converter 54 : Digital audio 
data undergoing the conversion are fed to the DSP 49. 
Following a compression process: by. the 'DSP .49 (as 
well as an encryption process by the SAM 50 if neces- 
sary), the data are sent to the CPU 41. The CPU 41 
records the data illustratively to the stick-shaped mem- 
ory 1. 

[0087] The CPU 41 gets the DSP 49 to decompress 
(and causes the SAM 50 to decrypt as needed) audio 
data retrieved illustratively from the stick-shaped mem- 
ory 1 for output. The digital audio data thus processed . 
are converted to an analog ^udib signal by the ADDA 
converter 54 before being fed to the power amplifier 56: 
[0088] the. power amplifier 56 amplifies the received 
signal for headphone and line output uses^ and forwards 
the amplified signals to the headphone terminal 23 and 
line output terminal 24 respectively. 
[0089] As. will be described i later, the drive apparatus 
20 may get the SAM 50 to encrypt audio data (com- 



pressed data) retrieved from the stick-shaped memory 
1 , or audio data admitted through the digital data input 
terminal. 27, microphone input terminal 1 25 or line input 
terminal 26 and compressed. The encrypted data may 

5 be sent through the USB terminal 28 to an external 6e~. 
vjce (e;g;, personal computer) via the USB interface 43. 
[0090] The drive apparatus 20 may also cause the 
SAM 50 to encrypt audio data received from an external 
device connected to the USB terminal 28. The encrypt-. 

10 ed data may again be supplied to an external device 
through the USB terminal 28 

[0091 ] , If ah external device inputs audio data through 
the USB interface 53 to the drive apparatus 20, the CPU 
41 may have the data recorded to the stick-shaped 

is memory 1 , or get the data decrypted by the SAM 50 and 
decompressed by the DSP 49 as needed before output- 
ting the data through the headphone terminal 23 or line 
output terminal 24. The CPU 41 may also send the data 
to an external device (e.g., personal computer) through 

20 the USB interface 43 (illustratively after decrypting the 
received data) . 

[0092] The structure of the drive apparatus 20 shown 
in FIG. 3 is only for purpose of illustration and is not lim- 
itative of the invention. 
2$ [0093] Illustratively, a speaker arrangement may be 
. incorporated in. the apparatus for audio data output, in 
. operation, the power amplifier 56 may feed its output to 
. the speaker arrangement for sound output. , 

[0094] FIG ; 4 depicts an internal structu re of the SAM 
30 50 according to the invention. The SAM 50 includes an 
enciyption/decrYption circuit 60 for carrying out encryp- 
tion and decryption processes on hi-fi audio data (music 

• V ' 'Cfeta)J ; . . \ : : : . ■: /" _/ ' •= \[ r ■ } 

[0095] ; A clock generator 60a receives an oscillation 
35 frequency from a crystal oscillator 60b to generate a 
clock signal CLK of a predetermined frequency. The en- 
cryption/decryption circuit 60 performs its processing in 
keeping with the clock signal CLK. . 
[0096] The working supply voltage Vcc is fed to the 
to encryption/decryption circuit 60 via a switch 63. Feeding 
the voltage. Vcc to the encryption/decryptjon circuit 60 
. gets the circuit. started: : 

[0097] A switch 61 is provided on a data path between 
the encryption/decryption circuit 60 and the DSP 49. A 

45 switch. 62 is provided on a data path between the en- 
cryption/decryption circuit 60 and the CPU 41 . 
[0098] The switch 61 is operated so as to set a. termi- 
nal T1 alternately to a terminal 72 or to. a terminal T3. 
the switch 62 acts in interlocking relation with the switch 

50 61, setting a terminal T11 alternately to a terminal T1 2 
or to a terminal T1 3. The changeover ope rations of the 
switches 61 and 62 are controlled by the CPU 41 
. [0099] If the data to be recorded or reproduced are hi- 
fi audio data (music data), the CPU 41 connects the ter- 

55 minal T1 to the terminal T2 in the switch 61 and the ter- 
minal Til to the terminal T1 2 in the switch 62 within the 
SAM 50. the switch terminal settings form a data path 
that links the. DSP 49, encryption/decryption circuit 60, 
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and CPU 41 . Thus connected, the components work to 
encrypt (upon recording) or decrypt (upon reproduction) 
the input data. 

[0100] On the other, hand, if the data to be recorded 
or reproduced are voice data, then the CPU 41 connects 
the terminal T1 to the terminal T3 in the switch 61 and 
the terminal T11 to the terminal T.i3 in the switch 62.. 
the switch terminal settings constitute a data path be- 
tween the DSP 49 and the CPU 41 bypassing the en-, 
cryption/decryption circuit 60. Thus connected, the com- 
ponents act to encrypt (upon recording) or decrypt (upon 
reproduction) the input data, . 

[01 01] The switch 63, turned ph arid off under control 
of the. CPU 41, is intended to stop the function of the 
encryption/decryption circuit 60 Illustratively, turning off 
the switch 63 halts feeding of the working supply voltage 
Vcc, which deactivates the encryption/decryption circuit 
60. . . 

[0102] Another way to turn off the encryption/decryp- 
tion circuit 60 is by suitably controlling the clock. That 
is, the function of the clock, generator 60a may be 
stopped or the clock frequency may be slowed down in 
response to a command from the CPU 41 . 

3. Typical System Configuration 

[0103] FIG. 5 depicts a typical system configuration 

centering oh the drive apparatus 20. 

[0104] The drive apparatus 20 may be used either as 

a stand-alone device or as part of a system connected 

communicatively to a personal computer 11 or like 

equipment. 

[0105] As described above, when the stick-shaped 
memory 1 is Inserted into the drive apparatus 20, the 
apparatus by itself can record or reproduce data to or 
from the memory. I llustratively, if the . inserted stick-: 
shaped memory. 1 contains music data, headphones i 2 
may be connected to the drive apparatus 20 as shown 
in FIG. 4 for the user to enjoy reproduced music through 
the headphones. 

[0106] As an externally furnished playback device, a 
CD player 10 may illustratively be connected to the line 
input terminal 26 or digital data input terminal 27 using 
a cable 13. The setup allows reproduced audio signals 
to be received from the CD player 10 and recorded to 
the stick-shaped memory 1 . 

[0107] Although not shown, a ypjce : signal picked up 
by a connected microphone may be recorded to the 
stick-shaped memory 1. In another alternative, data 
may be sent from the apparatus to a connected record- 
ing device such as an MD recorder to record the data to 
a storage medium loaded in the recorder. 
[0106] A USB (Universal Serial Bus) cable.14 may be 
used to connect the drive apparatus 20 with data 
processing equipment such as the personal computer 
11. This setup allows data from the personal computer 
1 1 to be recorded to the stick-shaped memory 1 or caus- 
es data reproduced.from the stick-shaped memory 1 to 



be transferred to the personal computer 11 in a data 
copy or move operation. 

[0109] The destination to which to copy or move the 
data is illustratively a hard disc drive (HDD) lla inside 

5 the personal computer 1 1 . 

[0110] The personal computer 11 in the figure is 
shown having a speaker lib and a CD-ROM drive 11c. 
Audio data reproduced from the CD-ROM drivel 1 c may 
be recorded to the stick shaped memory 1 by the drive 

10. apparatus 20. If the audio data from the CD ROM drive 
1 1 c are found encrypted, the drive apparatus 20 may be 
arranged to decrypt the data before transferring the de- 
crypted data to the personal computer 11. 
[0111] It is also possible to get the speaker 11 b to per- ; . 

is form sound output of the audio data transferred from the 
drive apparatus 20 to the personal computer 11 . . ; 
[0112] .; As described above, various devices may be 
connected to the drive apparatus 20 to implement data 
recording and reproduction in ways suitable for portable 

20 use. When connected to a device commonly found in 
the household or at the workplace, the drive apparatus 
may function as part of a data recording and reproducing 
system. 



4-1. Processing Structure and Data Structure 

[01 13] A file system for a system setup of the invention 
using the stick-shaped membry.1 will now be described, 
[0114] FIG. 6 depicts a file system processing hierar- 

: chy of a computer system that utilizes the stick-shaped 
memory as its storage medium. . 
[0 1 1 5] I n th is file system processing hierarchy, an ap- 
plication processing layer comes at the top. Below the 
application processing layer are a file i management 
processing layer, a logical address rnanagemeht layer, 
a physical address rnanagemeht layer, and a flash 
memory access layer, in that order" In this hierarchical 
: structure, the file management processing layer repre- 
sents a FAT file system. Physical addresses are as- 
signed to blocks making up a flash memory. The rela- 
tions of correspondence between the blocks and their 
physical addresses remain unchanged! Logical ad- 
dresses are addresses that are handled logically by the 

; file management processing layer.; 
[0.116] FIGS 7A through 7D depict a typical physical 
structure of data held in the flash; memory of the stick- 
shaped memory i . 

[0117] As shown in FIG. 7A, the flash memory in the 
stick-shaped memory 1 has data units called segments, 
each segment being divided into a predetermined 
number of blocks (of fixed length). Each block is further 
divided into a predetermined number of pages (of fixed 
length) as illustrated in E|G! 7B. In the stick-shaped 
memory 1, data are erased in increments of blocks, 
while data are written and read to and from the memory 
in increments of pages. The blocks are of the same size 



25 4. File System 



30 



35 



4° 



45 



50 



EP 1 CS1 699 



Page 8 of 27 



13 



EP1 081 699 A1 



14 



each, and so are the pages. One block ranges from 
page Q to page "m. B 

[0118] Illustratively, each block has a capacity of 8 KB 
(kilobytes) or 16 KB anid each page has a capacity of 
51 2 B. The stick-shaped memory 1 as a whole may have 
a capacity of 4 MB (51 2 blocks) or 8 MB (1 ,024 blocks) 
where one block has a capacity of 8 KB; or a capacity 
of 16 MB (1 ,024 blocks), 32 MB (2,048 blocks) or 64 MB 
(4,096 blocks) where one block has a capacity of 1 6 KB. 
[0119] As shown in FIG. 7C, each page has a data 
part of 512 bytes and a redundant part of 16 bytes. The 
redundant part is structured as depicted in FIG. 7D: The 
most significant three bytes of the redundant part con- 
stitute an overwrite portion to be overwritten whenever 
data are updated. The three bytes store, from the most 
significant byte onward, a block status, a page status 
and an update status respectively . 
: [0120] The contents of the remaining 1 3 bytes in the 
redundant part are fixed in principle in keeping with the 
contents of the. data part. The 1 3 bytes are made up of 
management flags (1 byte), a logical address (2 bytes), 
a format reserve area (5 bytes), a distributed information 
ECC (2 bytes), and a data EGC (3 bytes). The distribut- 
ed information ECC constitutes error-correcting redun- 
dant data regarding the management fiags, logical ad- . 
dress, and format reserve area. The data ECC provides 
error-correcting redundant data regarding the 512-byte 
data shown in FIG. 7C, 
[0121] the; management flags J 
(set to 1 to represent a user block; to 0 to denote a boot 
block), a translation table flag (1: invalid; 0: table block), . 
a copy inhibit flag (1 : OK; 0: NG), and an access enable 
flag (1: free; 0: read protect). 

[0122] In FIG. 7A, the two blocks (blocks 0 and 1 ) that 
head the. segment are boot blocks. The remaining 
blocks are user blocks (information blocks)! 
[0123] Block 1 is provided for backup purposes, hav- 
ing the same data as those of block 1 written therein 
(FIG. 7F). The boot blocks top each effective block in a 
flash memory card and are accessed first when the 
stick-shaped memory 1 is inserted into the drive appa- 
ratus. The rest of the blocks are user blocks. 
[0124] As shown in FIG, ;7E, page 0 at the beginning 
of each boot block has a header, a system entry, and 
boot arid attribute information stored therein. 
[0125] Page 1 accommodates use inhibit block data. 
[0126] Page 2. stores CIS (Card Information Struc- 
ture)/IDI (Identify Drive Information). 
[01 27] The header of each boot block contains a boot 
bjock ID and the number of effective entries in the boot ; 
bjock in question. The system entry comprises a starting 
location of use inhibit block data,; a size and a type of 
the use inhibit bjock data, a starting location of CIS/ID! 
data, and a size and a type of the CIS/ID! data. The boot 
and attribute information includes a type of the stick- 
shaped memory (read-only type, read and write enabled 
type, read-write hybrid type, etc.), a block size, a block 
count, the total number of blocks, readiness for data se- 



curity, and card man ufactu regelated data (date of man- 
ufacture, etc.). The arrangements above make up the 
data structure of the stick-shaped memory 1. 
[0128] The flash memory is under constraints of a lim- 

5 rted number of data updates which, when carried out, 
deteriorate insulating films of the memory. This requires 
avoiding concentrated and repeated access to a specific 
memory portion (i.e., blocks). The requirement is met,, 
when data corresponding to a certain logical address 

'0 and located at a specific physical address are to be up- 
dated, by the file system of the stick-shaped memory 1 
not writing the updated data to the same blocks, instead, 
the updated data are written to previously unused 
blocks. As a result, the correspondence between a log- 

is ical and a physical address following ah update differs 
from what was in effect before the update. Such 
processing (called a swap process) prevents repeated 
and concentrated access to any one block, This heips 
prolong the service life of the stick-shaped memory 1 (i. 

20 e., of the flash memory), 
. [01 29} Logical addresses accompany data written to 
giyen blocks. If a block that holds data before an update 
is replaced by a different block accommodating new da- 
ta after the update*; the same logical address is still vis- 

25 ible from the FAT Subsequent access to the same data 
is thus ensu red. Because the correspondence between 
logical and physical addresses has been changed by a 
swap process, there is a need for a logical-physical ad- 
dress translation table that lists varying relations of cor- 

30 respond ence between the two categories of addresses. 
Referencing the translation table permits identification 
of a physical address corresponding to a logical address 
designated by the FAT, whereby the block indicated by 
the designated physical address is accessed. 

35 [0130] The log ical -physical address translation table 
is held in the RAM 41b within the drive apparatus 20. 
Alternatively, the translation table may be retained in the 
stick-shaped memory 1 . 

[01 31] Generally, the translation table has logical ad- 
40 dresses (of 2 bytes each) arranged in ascending order 
and. associated with their corresponding physical ad- 
dresses (of 2 bytes each)! With the flash memory de- 
signed to offer a maximum capacity of 128 MB (8,192 
blocks), two bytes are used to express as many as 8,192 
45 addresses. The logical-physical address translation ta- 
ble is managed jri increments of segments, so that the 
table |s increased in size in accordance with the capacity 
"... of the stick-shaped memory 1, Illustratively, where the 
stick-shaped memory 1 (flash memory) has a capacity 
50 of 8MB (2 segments), two pages are used for each of 
the two segments in connection with the logical-physical 
address translation table 

[0132] Where the logical -physical address translation 
iable is placed in the stick^shaped memory 1, any one 
55 block is indicated as one of two block types: a block in 
which the translation table is stored, or a block with no 
such table. The distinction of the block type is given by 
a specific bit in the management flags in the redundant 
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part of each page. 

[0133] As with disc type storage media, the stick- 
shaped memory 1 may be used by the FAT file system 
of personal computers. Although not shown in FIGS. 7A 
through 7F,;the stick-shaped memory 1 comprises an 5 
IPL area, a FAT area and a root directory area. The IPL 
area contains addresses of programs to be initially load- 
ed into a memory of the drive apparatus, along with di- 
verse kinds of memory-related information, the FAT ar- 
ea includes data related to blocks (clusters)! That is ( the 
FAT has values specifying unused blocks, the number 
of the. next block, defective blocks, and the last block. 
The root directory area contains directory entries (de^ 
scribing file attributes, history of updates, starting clus^ 
ter, file size, etc.). 

4-2. Directory Structure 

[0134] FIG. 8 shows a. typical directory structure 
whereby files are stored into the stick-shaped memory 

1. . . .;• ' • v •* \ • . 

[01 35] As mentioned above, the major data handled 
by the stickrshaped memory 1 are made up of moving 
picture data, still picture data, voice data, hi-fi audio data 
(music data), and control data; Under the root directory 
in the directory structure are "VOICE" (voice data direc- 
tory), "DC I M" (still picture data directory), "MOxxxxnn" 
(moving picture data directory), "AVCTL" (control data 
directory), and "HIFI" (music data directory). 
[0136] The recording and reproducing apparatus em- 
bodying the invention is designed to record and repro- 
duce two kinds of data: audio data (voice data for this 
embodiment), and hi-fi audio data (music data). 
[01 37] : First to be described below with reference to 
FIG. 8 is the music data directory corresponding to hi-fi 

• audio data. -. 
[01 38] The music data directory; "HIFI" includes a 
track information management file "TRKLIST.MSF, " a 
track information management file backup "TRKLISTB. 
MSF, "an additional infomnat iorVf He 1 NFLI ST MSF, " and 

; a data file "A3Dnnnnn.MSA." 
[0139] The data file "A3Dnnnnn.MSA° accommo- 
dates; actual contents of hi-fi audio data. Audio data 
compressed through ATRAC3 as ; described earlier are 
stored in this file. A single. data file :"Ai3Dnnnnn.MSA" :. 
represents one piece. of. music. For purpose of explana- 
tion, a data file is also called a track in this specification. 
[01 40] The track information management file "TRK- 
LIST.MSF" is a management file that is included in the 
music data directory. This file is intended for use in man- 
aging pieces of music (i.e., various data files) in the 
same manner as the TOC for CD and MD systems. 
[0141] Blocks "NAME1 " and "NAME2" are included in 
the track information management file "TRKLIST.MSF." 
The block "NAME1" is a block to which to write in one- 55 
byte code a name representing the stick-shaped mem- 
ory as a whole and names of the stored pieces of. music 
using the ASCII/8859-1 character codes. The block ■ 



"NAME2" is a block to which to write in two-byte code a 
name denoting the stick-shaped memory as a whole 
and names of the stored pieces of music in MS-JIS, Ko- 
rean alphabet, Chinese characters, etc. 
[0142] The track information management file "TRK- 
LIST.MSF" is recorded by use of user blocks in the sticks 
shaped memory 1 . If the FAT in the memory 1 is found 
destroyed, the damaged files may be restored by use of 
this management file. 

[0143] The track information management file "TRK- 
LISTMSF" is created by the CPU 41 Illustratively, 
whenever power is applied : a check is made to see if 
the stick-shaped memory 1 is being inserted. If the 
memory t is judged to be inserted, an authentication . 
process is performed on the memory. When the stick- 
shaped memory 1 is judged to be authentic, the contents 
of the boot blocks in the memory 1 are read into the CPU 
41 , followed by a logical-physical address translation ta- 
ble. 

[0144] The. data thus read are placed into the RAM 
41b. A FAT and a root directory are written to each 
brand-new stick-shaped memory 1 upon shipment from 
the factory. 

[0145] The track information management file is cre- 
ated or updated when data are. recorded to the memory. 
[0146] If no hi-fi audio data file is recorded in the stick- 
shaped memory 1 , then the music data directory (HIFI) 
is absent under the root directory. When the user wishes 
to record audio data to the stick-shaped memory 1 as a 
hi-fi audio data file by performing necessary operations, 
the user is prompted to create a music data directory : 
first. Creating the music data directory also secures a 
management information area for accommodating a . 
track information management file "TRkLIST.MSF" or 
the like. ; 

[0147] After the hi-fi audio data file is recorded, the 
FAT and the track information management file ■TRK- 
LIST.MSF" are updated. Every time the hhfi audio data 
file is updated, i.e., whenever the recording of data to 
the file has ended, the FAT and track information man- 
agement file -"TRKLIST MSF" are updated in : the RAM 
41 b When the stick-shaped memory 1 is removed or 
when power is turned; off, the most recent FAT and track 
information 1 management file are transferred from the 
RAM 41 b to the flash memory of the stick-shaped mem- 
ory 1 . ■'. 
[01 48] Alternatively, every time the recording, of data 
to the hi-fi audio data file has ended, the FAT and track 
information management file "TRKLIST.MSF" in the 
stick-shaped memory 1 may be updated. Although de- 
tailed descriptions will not be given here, such editing 
work as erase, divide and combine operations on tracks 
is also reflected in an update of the track information 
management file "TRKLIST.MSF." 
[0149] The track information management file backup 
"TRKLISTB: MSF" is a complete copy of the track infor- 
mation management file "TRKLIST.MSF." Placed in the : 
stick-shaped memory 1 , the track information manage- 
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ment file backup "TRKLISTB.MSF" provides against ac- 
cidental data destruction.. 

[0150] The additional information file "INFLIST.MSF" 
is a file that records for management purposes addition- 
al information about the stick-shaped memory 1 as a 5 
whole or about various data files (pieces of music). More 
specifically, the additional information file, contains 
names of artists, ISRC codes, time-stamps, still picture 
data, arid other additional information. . 
[0151] What follows is a description of, the voice data io 
directory that corresponds to voice data/The voice data 
directory "VOICE" indicated in FIG. 8 illustratively has 
an internal structure Outlined in FIG. 9. 
[0152] Under the directory "VOICE , " there are created 
such subdirectories as an order file (ORDER.MSF), an 7 s 
additional information management file (INFO.MSF), 
arid folders (FOLDER1, FOLDER2, etc.), as shown in 
FIG. 9. Each folder illustratively contains a file of actual 
voice data (e.g., file name "98120100.MSV"). 
[0153] the directory structure above has been shown 
only for illustrative purposes. Alternatively, each folder • ; 
(FOLDERli etc.) may have subordinate folders organ- 
ized thereunder. Such a structure inside the directory 
"VOICE" rnay be created as desired for a given system 
upon registration with the order file ORDER.MSF. 
[0154] The order file "ORDER.MSF". is a manage- 
ment file within the voice data directory structure. Under 
the voice data directory, the order file is comparable with 
the track information management file "TRKLISTMSF" 
under the music data directory (HIFI) described above. 
[0155] . It follows that like the track information man- 
agement file "TRKLISTMSF," the order file "ORDER. 
MSF" is also created or updated in accordance with the 
recording or editing of voice data. 
[0156] Backupcopies of the order file "ORDER.MSF" 
and additional information, management file "INFO. 
MSF" are always kept in the stick-shaped memory to 
provide against accidental destruction of data^ The ad^ 
ditional information management file is optional. . • 
[0157] As described above in reference to FIGS. 8 
and 9, there are two types of audio data, hi-fi audio data 
and voice data, that may be recorded to arid reproduced 
. from the stick T shaped memory 1 of the invention. : 
[0156] The hi-fi audio data are, compressed through 
ATRAC3 while the voice data are compressed through 
ADPCM as described. ATRAC3 provides higher sound - 
quality than ADPCM also as mentioned. Against such a 
background, the invention envisages subjecting the hi- 
fi audio data to copyright protection while exempting the 
voice data from such copyright protection. 
[0159] In the foregoing description, the hi-fi audio data 
were shown encrypted while the voice data were not en- 
crypted in accordance with the stipulated data classifi- 
cation for copyright protection and non protection. The 
hi-fi data are copyright-protected through encryption so 
that they will not be reproduced normally by an illegal or 
unauthorized reproducing apparatus or through an in- 
appropriate playback procedure. On the other hand, the 



voice data are left unencrypted because they are not 
deemed in need of copyright protection. 

5. Data Reproduction by the Embodiments 

[01 60] What follows is a description of how hi-fi audio 
data and voice data are reproduced by the drive appa- 
ratus 20 embodying the invention as depicted above. 
The reproduction process, to be explained with refer- , 
ence to a flowchart of FIG, 1 0, is carried out by the CPU 
41. ; '•• 

[0161] Before getting the reproduction process start- 
ed, the user operates the music/voice changeover key 
38 to select either hi-fi audio data or voice data as the 
desired file (track) type. Following the changeover key 
operation, the CPU 41 internally establishes a directory 
mode accordingly, as will be descfibed later. 
[0162] the CPU 41 operates illustratively as follows: 
in step S101, the CPU 41 waits for the operation lever 
31 to be actuated to initiate the reproduction of data. 
[0163] If the lever is found operated for data rep reduc- 
tion* the CPU 41 reaches step. SI 02, In step S102, a 
check is made to see if the directory mode is set for "1 ." 
The directory mode corresponds to one of the two types 
of data (hi-fi audio data and voice data) which is selected 
by operation of the music/voice changeover key 38. 
[0164] More specifically, if the hi-fi audio data type is 
judged to be selected by the music/voice changeover 
key 38, the CPU 41 sets the directory mode for "1." If 
the voice data type is found selected, the CPU 41 sets 
the directory mode for "0." 

[0165] If in step S102 the directory mode is found set 
for "V step S103 is reached. In step S103, a check is 
made to see if the currently inserted stick-shaped mem- 
ory 1 contains the directory "HIFI:" That is, whether or 
not hi-fi audio data have been recorded in the stick- 
shaped, memory 1 is determined. 
[0166] If the result of. the check in step S1 03 is nega- 
tive/step S107 is reached. If the directory "Ml F|" is found 
to exjst in step S103, then step S1 04 and subsequent 
steps are reached for hi-fi audio data reproduction. 
[01 67] : If the directory mode is judged to be set for "0" 
in step S 1 02, then step Si 08 is reached. 
[0168] In step S.I 08, a check is made to see if the cur- 
rently inserted stick-shaped memory 1 contains the di- 
rectory "VOICE. " That is; whether or not voice data have 
been recorded in the stick-shaped memory 1 is deter- 
mined. 

[0169] If the result of the check in step S108 is affirm- 
ative, step S109 is reached. Step SI 09 and subsequent 
steps constitute a process for voice data reproduction. 
If the directory "VOICE" is not found to exist in step 
S108, step SI 14 is reached. 

[0170] In step S114, the stick-shaped memory 1 is 
again accessed and a check is made to see if the direc- 
tory "HIFI" exists. If the result of the check in step S11 4 
is affirmative, step S 104 and subsequent steps are 
reached. If the directory "HIFI" is not judged to exist (L 
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e., neither °HIFI" nor "VOICE" is present in the. memory . 
1), then step S1 15 is reached. . 
[0171] In step S115, the CPU 41 performs a control 
process to get the display unit 21 indicating to the user 
the absence of any data that may be reproduced as au- 
dio data, the CPU 41 then exits this routine; 
[0172] In step S104 and subsequent steps, hi-fi audio 
data are reproduced as follows: . 
[0173] In step S1 04, the encryption/decryption circuit 
60 is enabled because the data to be reproduced are 
hi-fi audio data. 

[0174] The enabling process involves turning on the 
switch 63 to apply power to the encryption/decryption 
circuit 60 while .causing the clock generator 60a to gen- 
erate a clock signa| of a necessary frequency corre- 
sponding to the normal operation of the circuit 60. This 
allows the encryption/decryption circuit 60 to start 
processing signals. 

[0175] The terminal T1 is connected to the terminal 
T2 in.the switch 61 and the terminal T11 to the terminal 
T1 2 in the switch 62. This allows reproduced data from 
the CPU 41 to enter the ericryptibn/decryption circuit 60 
before reaching the DSP 49. That is, a signal processing 
path is constituted through which the data retrieved from 
the stick-shaped memory Tare decrypted. > 
[0176] In step S105 s the DSP 49 has its signal 
processing program set so as to execute an ATRAC3 
data decompression process 

[0177] In step S1 06, reproduction of the hi-fi audio da- 
ta is started. Illustratively, in keeping with a playback or- 
der designated by the track information management 
file; "TRKLIST.MSF," a hi-fi audio data file is read from 
the directory "HIFI" in the stick-shaped memory 1. The 
retrieved data are fed to. the signal processor located 
downstream. 

[01 78] As described above, the hi-fi audio data file has 
been compressed through ATRAC 3 and encrypted. Af- 
ter the encryption/decryption circuit 60 is enabled in 
steps S104 and 105, with the DSP 49 set to carry out 
its ATRAC 3 data decompression process, the hi-fi audio 
data file read from the stick-shaped memory 1 is de- 
crypted and decompressed. The file data are eventually 
output as an audio signal. ... 
[0179] in step Si07, the CPU 41 waits until all hi-fi 
audio data files have been reproduced. Illustratively, the 
CPU 41 exits this routine if an operation to stop; playback 
is carried out or if reproduction of all hi-fi audio data files 
held in the stick-shaped memory' 1 has come to an end, 
[01 80] Voice data are reproduced as follows: in step . 
S1 09, a process is performed to get the encryptipn/de- . 
crypt ion circuit 60 bypassed in the data processing path. 
More specifically, the terminal T1 is connected to the ter- 
minal T3 in the switch 61 and the terminal T11 to the 
terminal T13 in the switch 62. This causes the repro- 
duced data from the CPU to bypass the encrypt ion/der 
cryptibri circuit 60 to reach the DSP 49 directly. That is, 
the reproduced data are not subjected to a decryption 
process. 



[0181] In step S110, a process is performed to deac- 
tivate the encryption/decryption circuit 60. Illustratively, 
the CPU turns off the switch 63 to stop feeding the work- 
ingipower supply Vcc to the encryption/decryption circuit 
60; Alternatively, the CPU causes the clock generator 
60a to stop generating a clock signal or to slow down in 
its clock frequency to bring about what is known as a 
sleep state. 

[0182] Such a process in step S1 10 translates into a 
reduction, of power consumption by the encrypt ton/der 
cryptiori circuit 60. When this embodiment operates 
from a battery unit, the process helps prolong the life of 
the battery. 

[0183] In step S111, the DSP 49 has its signal 
processing program set so as to execute an ADPCM 
data decompression process. 
[0184] In step S11 2, reproduction of the voice data is 
started. Illustratively, in keeping with a playback order 
designated by the order f lie "ORDER. MSF," a voice data 
file is read from the directory "VOICE" in the stick- 
shaped memory 1 . The retrieve data are fed to the signal 
processor located downstream. 
[0185] the voice data file has been compressed 
through ADPCM but not encrypted. In this case, the en- . 
crypt ion/decryption circuit 60 was bypassed in the signal 
processing path in the earlier steps S1 09, S110 and 
S111, with the DSP 49 now set to perform its ADPCM 
data decompress ion process. 
[01 86] The voice 'data file read from the stick-shaped 
memory 1 is subjected to data decompression through 
ADPCM but not toa decryption process. This allows the 
decompressed data to be output as a normal voice sig- 
nal! ... :. : ', *\ ; ' ■ ' 
[0187] When an end of data reproduction is detected 
in step S113, the CPU exits this routine. 
[0188] in the reproduction process above, the user 
selects the desired file type by operating the music/voice 
changeover switch 38, and the directory "HIFI" or 
"VOICE" is selected accordingly for data reproduction. 
- In particular, the embodiment perm its: select ion of either 
a hi-fi audio data file or a voice data file by the. user op- 
erating a single key! This provides the user with a much 
easier operating environment than personal computers 
which display illustratively a schematic directory struc- 
ture on their screen for the user to operate oh. 
[0189] in the above , reproduction process,, signal 
processing streams are switched as per the setting of 
the music/voice changeover key 38 so as to reflect the 
different processing types of hi-fi audio data and voice 
data. In other words, when the signal processing 
streams are to be switched over, there is no need to car- 
ry out a relatively "ponderous" process such as that of 
successively referencing management information con-, 
tents of the target file to be reproduced in order to iden- 
tify the file type. A much 'simplified program is sufficient 
to judge the file type before switching the signal process- 
ing streams. 
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6. Data Recording by the Embodiments 

[0190] What follows is a description of how audio data 
are recorded by the drive apparatus 20 embodying the 
invention. The. recording process will be explained with 
reference to a flowchart of FIG. 1 1 . 
[0191] Before getting the recording process started, 
the user again operates the music/voice changeover 
key 38 to select either hi-fi audio data or voice data as 
the desired file (track) type. Following the changeover 
key operation, the CPU 41 internally establishes a dir 
rectory mode accordingly. 

[0192] Upon recording, the CPU 41 operates as fol- 
lows: in step S20T, the CPU 41 waits for a recording 
operation to be performed (on the recording key 33). If 
a recording operation is judged to be made, the CPU 41 
reaches step S202. In step S202, a check is made to 
see if the directory mode is currently set for "1 . ■ 
[0193] If the directory mode is judged to be set for "1 " 
(to be compatible with hi-fi audio data), step S203 and 
subsequent steps are reached for the recording of h>fi 
audio data. If the result of the check in step S202 is neg- 
ative, i.e., if the directory mode is found set for "0" (to 
be compatible with voice data), then step S21 0 and sub- 
sequent steps are reached for the recording of voice da- 
ta. 

[0194] In step S203, a check is made to see if the 
stick-shaped memory 1 contains the directory "HIFI." If 
the directory 'HIFr is judged to exist already, step S205 
is reached immediately. If the directory "HIFI" is not 
found, then step S204 is reached in which a directory 
"HIFI" is created before step S205 is reached. 
[0195] In step S205, as in step S 104 of FIG. 10, a con- 
trol process is carried out to enable the encryption/de- 
cryption circuit 60, In this case, a signal processing path 
is formed through which the data output by the DSP 49 
are subjected to encryption by the encryption/decryption 
circuit 60. ; 

[0196] In step S206, the DSP 49 has its signal 
processing program set so as to execute an ATRAC3 
signal compression process; 

[0197] In step S207, recording of the hi-fi audio data 
is started; Illustratively, the input data are. encrypted and 
compressed through ATRAC3 before being written to 
the stick-shaped memory 1 ; : 

[0198] In step S208, the CPU waits until the recording 
of the data terminates, illustratively, a check is made to 
. see whether a recording end operation is carried out or 
whether the storage capacity of the stick-shaped mem- 
ory 1 has been exhausted. When an end of recording is 
thus detected, step S209I is reached. 
[0199] In step S209, the track information manage- 
ment file "TRKLIST.MSF" in the directory "HIFI" is up- 
dated to reflect the data recorded so far. The.CPU then 
exits this routine. 

[0200] Voice data are recorded in step S2 1 0 and sub- 
sequent steps as follows: in step S210, a check is made 
to see if the directory' "VOICE" exists as representative 



of recorded contents of the stick-shaped memory 1 . If 
the result of the check in step S210 is affirmative, step 
S212 is reached directly. If the directory "VOICE" is not 
found, then step S211 is reached in which a directory 
s "VOICE" is created. Step S21 1 is followed by step S21 2. 
[0201] In steps S212 and S213, as in steps S 109 and 
S1 1 0 of FIG. 1 6, control processes are performed to get 
the encryption/decryption circuit 60 bypassed in the sig- 
nal processing path and deactivated, respectively. In 
10 step S214, the DSP 49 has its suitable program set so 
. as to execute an ADPCM signal compression process. 
[0202] In step S21 5, recording of the data to the stick- 
shaped memory 1 is started. In this case, the input data 
are not encrypted and are compressed through ADPCM 
is for conversion into a voice data format before recording. 
The recording process continues until an end of record- 
ing is recognized in step S2 16. 
[0203] If an end of recording is detected in step S216, 
step S217 is reached in which the order file "ORDER. 
MSF" in the directory "VOICE" is updated. to reflect the 
recorded data The CPU then exits this routine 
[0204] , Although the description above contains many 
specificities; these should not be construed as limiting ' 
the scope of the invention but as merely providing illus- 
trations of some presently preferred embodiments of 
this invention. It is to be understood that changes and 
variations may be made without departing from the 
scope of the claims that follow. 
[0205] For example, the recording and reproduction 
processes may be carried out by resorting to steps other 
than those described above. 

[0206] The storage medium compatible with the in^ 
ventiye apparatus is not limited to the stick-shaped 
memory 1 shown in FIGS. 1A to 1 D. Alternatively, any 
of so| id-state memory media of other shapes (e.g., 
memory chips, memory cards, memory modules, etc j 
may also be used, the invention also applies to systems 
that use disc-type recording media such as mini-discs, 
DVDs (digital versatile discs), hard discs, and CD-Rs. 
[02071 The above embodiments were shown dealing 
. with aud io data such as rrius ic and voice data. However, 
i there may be cases Where copyright-protected and -un-i 
protected files coexist in a storage entity comprising oth- 
er kinds of data such as picture data and program data. 
The invention obviously applies to these kinds of data 
as weli in a sufficiently advantageous manner. 
[0208] As described above, given a storage medium 
having copyright-protected and copyright-unprotected 
files recorded mixedly thereon, the inventive reproduc- 
ing apparatus is. switched oyer to deal with one of the. 
two file types: copyright-protected file type, or copyright- 
unprotected file type! Upon.data reproduction, the ap- 
paratus changes its demodulation process on the target 
data depending on whether the copyright-protected or 
55 copyright-unprotected data file type has been selected. 
[0209] That is, where copyright-protected and -unpro- 
tected files are recorded mixedly on the storage medi- 
um, the inventive reproducing apparatus is operated by 
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users to select the desired file type for reproduction. File 
reproduction is thus carried out more conveniently than 
before. With the desired file type selected, the reproduc- 
ing apparatus has its internal settings established so as 
to execute the appropriate demodulation process (i.e., 
signal processing) pursuant to the selected file type. A 
typical benefit of this scheme is that there is no need! to 
carry out relatively complex infernal processes such as 
switching of signal processing streams by judging the 
. file type every time a file is to be reproduced, 
[0210] In its demodulation process, the inventive re- 
producing apparatus decrypts copyright-protected files 
while leaving cbpyiright-uhprotected files uhdecrypted. 
Encrypted copyright-protected files and unencrypted . 
copyright-unprotected files, both file types being standr 
ardized, are thus handled correspondingly 
[0211] While a copyright-unprotected file is being re- 
produced, a decryption circuit part of the inventive re- 
producing apparatus may be deactivated. This provides 
a reduction of power consumption by the circuit part set 
aside for decryption purposes. 

[0212] If copyright-protected standardized files adopt . 
a data compression method different from that of copy- 
right-unprotected standardized files, the inventive re- 
producing apparatus may switch its demodulation proc- 
ess to adapt to the specific data compression method 
of the selected file. Copyright-protected files or copy- 
right-unprotected files are thus suitably decompressed 
for data reproduction and output, 
[0213] The inventive recording apparatus is also 
switched over to deal with one of the two file types, cop- 
yright-protected or copyright-unprotected file type. Up- 
on data recording, the apparatus changes its modula- 
tion process on the target data depending on whether 
the copyright-protected or copyright-unprotected data 
file type has been selected. : 
[0214] Again, the inventive recording apparatuses op- 
erated by users to select a copyright-protected or cop- 
yright-unprotected file in which to record the target data. 
With the desired file type selected, the recording appa- 
ratus has its internal modulation processing circuits 
switched over accordingly. 

[021 5] In its modulation process, the inventive record- 
ing apparatus encrypts copyright-protected files while 
leaving copyright-unprotected files unencrypted. Data 
are thus recorded appropriately in encrypted copyright- 
protected files or unencrypted copyright-unprotected 
files, both file types being standardized. 
[0216] . While a copyright-unprotected file is being re- 
corded; an encryption circuit part of the inventive record- 
ing apparatus may be deactivated. This ensures a re- 
duction of; power consumption by the circuit part set 
aside for encryption purposes. ... 
[0217] Where copyright-protected standardized files 
adopt a data compression method different from that of 
copyright-unprotected standardized fijes, the inventive 
recording apparatus may switch its modulation process 
to adapt to the specific data compression method of the 



selected file. Copyright-protected files or copyright-un- 
protected files are thus suitably compressed before be- 
ing recorded to a storage medium. 
[0218] In so far as the embodiments of the invention 

5 described above are implemented, at least in part, using 
software-controlled data processing apparatus, it will be 
appreciated that a computer program providing such 
. software control and a storage medium by. which such 
a computer program is stored are envisaged as aspects 

10 of the present invention, 



. Claims 

15 . 1. A reproducing apparatus compatible with a storage 
medium storing copyright-protected and copyright- 
unprotected files, said reproducing apparatus being 
capable of reproducing any one of the files stored 
on the medium, sajd reproducing; apparatus com- 

20 prising: . 

demodulating means for demodulating any one 
of said copy right-protected files in one way and 
any one of said copyright-unprotected files in a 

25 different way; 

selective operation executing means operated 
to select either any one of said copyright-pro- 
tected files or any one of said copyright-unpro- 
tected files as a file to be reproduced; and 

30 controlling means for causing said demodulat- 

ing means to select one of the two different 
ways of demodulation depending on whether a 
copy right-p rotected file or a copyright-unpro- 
tected file has been selected by operation of 

35 said selective operation executing means. 

V 2. A reproducing apparatus according to claim 1 < 
wherein said demodulating means is capable of de- 
. cryption as a way of accomplishing the demodula- 
40 , tion; and ; ' 

wherein said controlling means controls said 
demodulating means so that said demodulating 
means decrypts any one of said copyright-protect- 
ed files and does not decrypt any one of said cop- 
45 y right-unprotected files. 

3. A reproducing apparatus according to claim 2, 
wherein said controlling means stops a decryption 
function circuit of said demodulating means if any 

50 one of said copyright-unprotected fijes has been se- 
lected by operation of said selective operation exe- 
cuting means. . -.- 

4. A reproducing apparatus according to claim 1, 
55 wherein said demodulating means is capable of 

performing data decompression by a first and a sec- 
ond method, the two methods being different from 
each other; and 



13 



EP 1C81 69? _ _ . __Pagel4of27 



25 EP 1 081 699A1 26 

wherein said controlling means causes said 
demodulating means to subject any one of said cop- 
yright-protected files to (data decompression by said 
first method and any one of said cppyright:unpro- 
tected files to data decompression by said second s 
method; 

5. A recording apparatus ; capable of recording copy- 
right-protected and copyright-un . 
single storage medium, said recording apparatus .10 
comprising:'- 



modulating' means for modulating any one of 
said copyright-protected files jn one way and 
any one of said copyright-unprotected files in a is 
different way; 

selective operation executing means operated 
to select either any one of said copyright-pro- 
tected files or any one of said copyright-unpro- 
tected files as a file to record data to; and 20 
controlling means for causing said modulating 
means to select one of the two different ways 
of modulation depending on whether a copy- 
right-protected file or a copyright-unprotected 
file has been selected by operation of said se- 25 
lective operation executing means. 



6. A recording apparatus according to claim 5, where- 
in said modulating means is capable of encryption 
as a way of accomplishing the modulation; and 30 

wherein said controlling means controls said 
modulating means so that said modulating means 
encrypts any one of said copyright-protected files 
and does not encrypt any one of said copyright-un- 
protected files. : ." "9S\ : . 



7. A recording apparatus according to claim 6, where- 
in said controlling means stops an encryption func- 
tion circuit of said modulating means if any one of 
said copyright-unprotected files has been selected 40 
by operation of said selective operation executing , " 
means. . 



8. A recording apparatus according to claim 5, where- 
in said modulating means is capable of performing 45 
data compression by a first and a second method, 
the two methods being different from each other; 
and 

wherein said controlling means causes said 
modulating means to subject any one of said copy- so 
right-protected files to data compression by said 
first method and any one of said copyright-unpro- 
tected files to data compression by said second 
method. 

55 
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